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Abstract—The integration of 5G/6G networks with intelligent
healthcare systems has enabled early disease detection through
patient data monitoring. However, the Internet of Medical Things
(IoMT) and remote healthcare services introduce significant
privacy and security risks. In this paper, we propose LiteCrypt,
which addresses these challenges by introducing an optimized
Homomorphic Convolutional Neural Networks (HCNN) structure
for secure inference and a lightweight Threshold Signature
Scheme (TSS) based dual-authorization mechanism. To enhance
the practicality of Homomorphic Encryption (HE)-based secure
inference in telemedicine applications, LiteCrypt presents an
optimized HCNN framework that ensures efficient and adaptable
operations across multiple datasets. A high-performance GPU-
accelerated HE engine is developed to address the computational
demands of HE operations, enabling real-time processing of
encrypted patient data. Besides, LiteCrypt introduces a novel
TSS-based dual-authorization protocol, requiring consent from
both the patient and the hospital to access patient data, thereby
mitigating unauthorized access risks. The system adapts to a
flexible 2-out-of-3 authorization scheme for emergencies, ensuring
timely data retrieval while maintaining security. To overcome the
initial challenge of prolonged computation time due to compute-
intensive operations, In LiteCrypt, we utilized the lightweight
TSS protocol, based on Oblivious Transfer (OT), which is
designed for resource-constrained IoMT devices, reducing com-
putation time from 11.9 to 0.11 seconds. Empirical validation
demonstrates LiteCrypt’s superior performance, achieving a 233-
fold increase in processing speed, a 96% reduction in encrypted
message size, and a 28-fold speed increase using GPUs.

Index Terms—Homomorphic Encryption, Machine Learning,
GPU Acceleration, Threshold Signature.

I. INTRODUCTION

The proliferation of Internet of Things (IoT) devices has
seamlessly integrated into various aspects of our lives, span-
ning applications in sensing [1]-[6], dietary management [7],
industrial automation [8], [9], and more. The smart healthcare
system [10]-[12], enhances traditional healthcare by using
monitoring technologies such as remote patient monitoring and
telemedicine, supported by 5G and 6G networks. This allows
real-time data collection and analysis of patient health, leading
to early detection of medical issues, reduced hospitalizations,
and improved overall outcomes. The key to this system is
the Internet of Medical Things (IoMT) [13], [14], which
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enables two-way communication for remote adjustments and
interventions [15], [16]. In addition, machine learning (ML)
algorithms play a crucial role in analyzing patient data to
predict future health trends.

IoMT devices are designed with limited resources, which
means they only include basic security features, making patient
data vulnerable to privacy breaches. Moreover, common ML
algorithms can also pose privacy risks. To address these issues,
some researchers have explored using ML based on homomor-
phic encryption (HE) [17] for secure predictions. In particular,
several HE-based frameworks [18], [19] have been proposed.
However, these approaches often require considerable memory
resources. For example, Brutzkus et al. [20]’s technique
requires 12 GB of RAM for a single secure prediction on the
MNIST dataset. And Lou et al. [21]’s method significantly
enlarges each message transmission to 55MB. These huge
costs make them unsuitable for IoMT devices with limited
resources.

Significant delays result from the heavy demand for compu-
tational resources. Even with frameworks designed for reduced
latency [20], [21], processing times of 730 and 107 seconds
are far from the needs of real-time applications. The use
of GPU acceleration [22] still results in a processing time
of 304.43 seconds for the same dataset. It highlights the
fundamental mismatch between these optimization methods
and the requirements for real-time processing, demonstrating
their impracticality for immediate application scenarios in
healthcare.

Beyond secure inference, the security of medical informa-
tion exchange is also vital. Traditional systems rely on central-
ized authentication and key distribution. This approach risks
single points of failure and requires significant management,
possibly leading to compromised security centers and internal
threats. Moreover, current Threshold Signature Schemes (TSS)
struggle due to the computational load from complex Zero-
Knowledge Proofs (ZKP) and commitment schemes, which
makes them unsuitable for IoMT devices with limited pro-
cessing power.

These challenges underscore the urgent need for an efficient,



low-memory, privacy and security focused approach to ML
data analysis in IoMT-based remote healthcare. This work
aims to address this need by tackling three major challenges:
(1) How to optimize the structure of Homomorphic Con-
volutional Neural Networks (HCNN) and develop a GPU-
accelerated HE engine to improve the efficiency and adaptabil-
ity of Homomorphic Encryption (HE) in real-world healthcare
scenarios for real-time processing and analysis of encrypted
patient data? To effectively address critical real-time demands
in remote healthcare, it is crucial to minimize computational
delays. This requires the innovation of algorithms and systems
that facilitate the rapid processing of encrypted data, thereby
reducing latency and enhancing clinical outcomes. (2) How
to develop a lightweight TSS protocol that is suitable for
deployment on IoMT devices, eliminating the need for complex
Zero-Knowledge Proof (ZKP) operations and adapting to the
resource limitations of these devices? (3) How to introduce
a secure multi-party authorization mechanism that ensures
patient data security while allowing timely data retrieval in
emergency situations, mitigating single points of failure and
unauthorized access risks associated with traditional single
authorization mechanisms? With the increase in unauthorized
data access attempts, it is imperative to fortify medical data
security. It is essential to adopt suitable cryptographic schemes
that prevent cyberattacks and protect patient data privacy while
incurring minimal overhead.

To address these challenges, this paper proposes the follow-
ing solutions:

1) Distribute Key Generation: We introduce a novel
key generation algorithm for remote health applications,
eliminating the need for a trusted dealer while ensuring
secure and reliable key generation. @

Lightweight TSS Protocols for IoMT: We adopt TSS
protocols specifically for the low-power requirements
of embedded systems and IoMT, enhancing security
without compromising device capabilities. @
Streamlined Framework for HE Applications: Our
approach introduces an optimized structural framework
for HE, ensuring efficient and adaptable operations
across multiple datasets. ©

GPU Acceleration Engine: We utilize GPUs’ thread-
level parallelism with a custom acceleration engine to
markedly increase computational efficiency, achieving
significant processing speed improvements. ©
Empirical Validation and Performance Gains:
Through rigorous testing on three datasets, our method-
ology demonstrated a 233-fold increase in processing
speed and reduced encrypted message sizes to 4% of
traditional methods. Additionally, our GPU-based solu-
tion further amplified processing speeds by 28 times. ©

2)

3)

4)

5)

II. BACKGROUND AND PRELIMINARY

In this section, we delve into the technical background that
underpins our research. Our work stands out in two significant
ways. Firstly, we introduce the application of the Distributed
Key Generation (DKG) method within the healthcare context,
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specifically focusing on secure and efficient requests for medi-
cal data between patients and healthcare providers. This novel
application addresses the critical need for robust data security
and integrity in medical communications. Secondly, our Ho-
momorphic Encryption (HE) network design is meticulously
tailored to align with subsequent GPU acceleration algorithms,
ensuring both computational efficiency and scalability.

A. Notation

In this work, we use the following notations and mathemat-
ical concepts. Z, C denote the ring of integers and complex
numbers. We use R = Z[ X]/(X" +1) with N being power-
of-two to denote the ring of polynomials modulo (X + 1).
Polynomials, which are elements of the ring R, are denoted by
bold, italic lowercase letters. The symbol f < S signifies that
the polynomial f is chosen according to a specific distribution
S. We represent the encryption function as [-] to denote
Encgi(+) under the public key pk, and the decryption function
as Decgy (+) under the secret key sk. We use the notation [a],
to signify the integer equivalent of a modulo ¢. Regarding
homomorphic operations, for clarity, we assign a particular
notation: HAdd denotes the addition of two ciphertexts, while
HMult corresponds to the multiplication of two ciphertexts.
Additionally, the rotation operation with a step size of 4 is
denoted as HRot;.

B. CKKS Scheme

Cheon-Kim-Kim-Song (CKKS) scheme [23] emerges as
one of the most noteworthy, primarily owing to its support
for floating-point and complex numbers in the real of Fully
Homomorphic Encryption (FHE) schemes. In the following,
we briefly introduce the scheme of CKKS.

Encoding: In the CKKS scheme, a single plaintext can encode
up to N /2 distinct messages into its individual slots. This
facilitates batch processing, thereby enhancing flexibility. This
scheme can accommodate varying input data types, including
floating-point and complex numbers. CKKS employs Ecdx :
cV? LR by a scaling factor A.

Encryption and Decryption: In the encryption and decryp-
tion process of CKKS, the secret key is composed of a random
ring element s € R sampled following the distribution X},
and is represented as sk := (1,s). The public key, denoted
as pk := (b,a), is formulated as ([-a-s+e]g,,a) € Ré,

where a & Rg, and e < X,. For the encryption of a plaintext
m, the resulting ciphertext ct := (¢g,c;) is computed as
Encex(m) := [ - (b,a) + (eg + m,e1)]n, € Rg,, where
r « &) and eg,e; « X,. Conversely, in level [, to decrypt
the ciphertext ct = (cg,c1) € Rél, the decryption result can
be computed as m := [¢y + ¢; - S]g,-
Homomorphic Operators: In the context of the CKKS, ho-
momorphic evaluation is achieved through various operations.
Taking the ring elements x, y as two plaintexts, with x
encoding a vector X.

« Addition (®): Dec([z] @ [y]) =  + y, Dec([z] ® y) =

T +y.
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Fig. 1: Overview of LiteCrypt

« Multiplication (®): Dec([z] ® [y]) = « - y, Dec([z] ®

y)=z-y.

« Rotation (HRot;(-)): Dec(HRot;([x])) = Ecd(x <« i)
Residue Number System: The Residue Number System
(RNS) is a numerical representation that can enhance paral-
lelism and modularity in computations. In RNS, we can repre-
sent a large integer belonging to Zg as a set of smaller residues
in Z,,, where Q := HiL:_Olqi Consequently, a ring element
x € Ry, is represented as: [z]g, = (x(o),x(l), . 7ar:(L_l)) €
R, X Ry X -+ X Ry, . This approach substantially en-
hances computational efficiency through the parallelization
techniques, a crucial factor in managing large-scale operations.

C. HE-enabled Neural Network

In Homomorphic Convolutional Neural Networks (HC-
NNs), the arrangement of neurons is meticulously structured
across several layers. These can be categorized into linear and
nonlinear layers based on their respective functionalities:

Linear Layers: These layers are the foundational ele-
ments of HCNNs, and encompass both convolutional and
fully connected layers. Their primary operation involves linear
transformations, succinctly expressed as [y] = w ® [x] & b,
where w and b denote the weight matrix and bias vector after
encoding, respectively. Here, x signifies the encoded input
data, and y stands for the output. Specifically, convolutional
layers use a filter to selectively process a subset of the output
of the previous layer for each neuron, while fully connected
layers consider input from all neurons in the preceding layer.

Nonlinear Layers: These layers primarily handle nonlinear
operations through activation functions, playing a crucial role
in mitigating overfitting within the model. Homomorphic
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evaluations of these nonlinear functions typically require poly-
nomial approximations. A common choice for the activation
function is the Rectified Linear Unit (ReLU), defined element-
wise as y = max(0, z). Normalization of image pixel values
to the [0,1] range as floating-point numbers is a standard
pre-processing step, aligning with the input domain of the
CKKS scheme. Additionally, vector-wide encoding into a sin-
gle plaintext is possible, which facilitates batch processing - a
technique that substantially improves computational efficiency.
Such harmonization between data input representation and the
encryption scheme is beneficial for leveraging Homomorphic
Encryption (HE) in neural network applications.

D. Threshold Signature

A Threshold Signature Scheme (TSS) is a cryptographic
protocol that allows multiple parties to collaboratively pro-
duce a digital signature without relying on centralized private
key management. Formally, a TSS can be represented by a
collection of three algorithms:

Distribute Key Generation Algorithm (DKG):
DKG(1") — (pk,sky,sky,,sk,): pk is the public
key for common usage, and sk;, are secret shares of the
private key, securely divided among n participants. This
algorithm is responsible for creating the global public key pk
and distributing secret shares SK;, to each participant.

Threshold Signing Algorithm: Sign(sk,m) — o: This
algorithm allows any group of participants holding ¢ + 1
secret shares or more to collectively sign a message m. Each
participant uses their secret share sk; to produce a partial
signature ;. These partial signatures are then combined to
form the final signature o. Once a sufficient number of partial
signatures are collected, a combining algorithm merges them



into a complete signature. This complete signature o then acts
as the valid signature for the message m.

Verification  Algorithm:  Verify(pk, m,o)
{true, false}: Anyone with access to the public key
pk can verify whether the complete signature o is a valid
signature for the message m. If o is correctly formed from at
least £ + 1 valid partial signatures, the verification algorithm
returns true; otherwise, it returns false.

-

III. SYSTEM DESIGN

In this section, we mainly discuss the network model, threat
model, and the proposed scheme of LiteCrypt.

A. Network model in LiteCrypt

Patient (P): This client is responsible for collecting medical
data from patients, such as electrocardiograms and daily activ-
ity videos. The data are encrypted using a public key provided
by the Trusted Server (TS) to ensure privacy and security
during transmission and storage. In addition, the patient-client
participates in generating threshold signatures to safeguard
medical records from unauthorized access by the hospital.
Patients’ Family (PF): When a patient is unable to make
medical decisions, the family member client allows relatives to
participate in the threshold signature process on behalf of the
patient, authorizing the use of medical data. This mechanism
safeguards the patient’s interests during emergency situations.
Hospital Server (HS): This server operates a GPU-accelerated
homomorphic encryption engine and pre-trained HE-adapted
machine learning models, enabling the hospital to perform
efficient and secure analysis without decrypting the data. It is
also involved in the threshold signature process, authorizing
access to patient records.

Trusted Server (TS): Acting as a trusted third party, TS is
responsible for key management, case storage, and monitoring
and responding to abnormal patient behavior. Access to patient
cases stored in TS database is granted only after authorization
through a threshold signature. Additionally, TS is in charge
of generating and distributing homomorphic encryption keys
during system initialization.

B. Threat Model

In this subsection, we present the threat model considered in
the design of LiteCrypt. Our threat model encompasses various
types of adversaries and their potential malicious behaviors,
which our system aims to mitigate. In our system, we consider
the following threat model:

« Semi-honest adversaries: We assume that all parties
involved (patients, patients’ families, hospital server, and
trusted server) are “honest-but-curious.” That is, they will
follow the protocol as specified but may attempt to infer
additional information from the messages they receive.

« External adversaries: We consider external adversaries
who may attempt to eavesdrop on or tamper with data
on the communication channels. However, we assume
that the adversaries do not have sufficient computational
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power to break the homomorphic encryption or threshold
signature schemes within an acceptable time frame.

 Insider threats: We consider scenarios where a party
within the system, such as the hospital server, may
attempt to access a patient’s medical records without
authorization. Our scheme mitigates this threat through
the threshold signature mechanism.

C. Proposed scheme

Fig. 1 shows the overview of LiteCrypt. We describe Lite-
Crypt as follows. Our protocol includes four stages: 1) System
initialization; 2) Data Collection and Encrypted Phase; 3)
Remote Monitoring and Anomaly Detection Phase; 4) Medical
Authorization Phase.

System Initialization Phase: Patients, hospital sever, and
family members execute the Distributed Key Generation
(DKG) algorithm over a secure channel to generate (2,3)
share of the threshold signature key. Then, TS generates an
evaluation key evk and securely distributes it to HS, together
with the public key of CKKS pk to the patient’s client.

Remote Monitoring and Anomaly Detection Phase:
Patient clients gather medical data from patients, such as
electrocardiograms [24] and daily activity videos, encrypt the
collected data with the pk, and upload it to the hospital server.
Following this, the hospital server performs real-time behavior
analysis or anomaly event detection on encrypted patient data.
Then, upon detecting an anomaly (e.g., a fall), the hospital
server outputs the result (still encrypted) and sends it to the
TS. Then, TS decrypts the detection result using sk. If an
anomaly is detected, TS will immediately notify the patient.

Medical Authorization Phase: Upon notification, the pa-
tient initiates a medical request, selecting the hospital as a
participant in the threshold signature. Second, if the patient
fails to respond in a timely manner, the hospital takes the
initiative to forward the medical request to the designated
patient family automatically. The patient’s family, upon notifi-
cation, selects the hospital to engage in Threshold Signing and
communicates this decision to the hospital. Subsequently, the
hospital, having received authorization from either the patient
or the family member, proceeds with the Threshold Signature
Generation, successfully creating a complete signature for the
medical request. Finally, this complete threshold signature is
dispatched to the TS. Then TS employs a verification algo-
rithm to ascertain the signature’s legitimacy. Upon validation,
the hospital is granted the necessary authorization to access
the patient’s electronic medical records.

IV. IMPLEMENTATION DETAILS AND OPTIMIZATIONS

In this section, we delve into the implementation details
and optimization methods that form the core of our approach.
These details are pivotal to achieving the efficiency and
lightweight characteristics of our system, revealing the innova-
tive strategies that allow us to adhere to stringent performance
and resource constraints.



A. HCNN structure

In pursuing a resource-optimized approach to model de-
ployment, we advocate for a singular, comprehensive model
instead of a collection of specialized models. We introduce
a compact and cohesive structure of the HCNN detailed
in Table I. Our methodology is tailored to homomorphic
evaluation requirements, featuring input transformation and
simplification, efficient feature management, and classification
processes within a unified framework, thereby enhancing re-
source efficiency.

During the inference stage of our HCNN, various layer
types are orchestrated to extract and process features from
the input data. The initial convolutional layer applies a suite
of eight 3x3 filters on the batched inputs, generating a set
of ciphertexts that embody the preliminary features. The
filter weights and biases are integrated into plaintexts via
stacked mapping and combined with encrypted input vectors,
transitioning the input from a dimensionality of 1024X9 to an
output of 1024Xx8. Zero-padding is employed on the images
to expand their dimensions to 32X32, which, in conjunction
with the modest filter size, ensures thorough feature extraction
capable of identifying fine-grained patterns.

Subsequent to the convolution, an activation function is
engaged, endowing the model with the capacity to capture
more intricate data relationships. The activated output is then
streamlined through an average pooling process with a kernel
size and stride of 4, reducing the feature map dimensions to
64x8. This pooling step abstracts the feature representation
and curbs overfitting while concurrently diminishing compu-
tational overhead by decreasing dimensional complexity.

The process concludes with the feature maps undergo-
ing refinement through a sequence of dense layers, which
perform linear transformations to integrate features within a
broader context. With 128 and 10 filters in these dense layers,
the architecture effectively narrows the feature dimensions
while maintaining the complexity required for robust analysis,
achieving an optimized balance for private inference tasks.

B. Hierarchical Decomposition and Acceleration of Layers

To expedite the computation of HCNN layers, we dissect
the HE evaluation operations that are fundamental to each
layer and their hierarchical construction. Our bespoke GPU
acceleration engine is utilized to fine-tune these operations
for unparalleled performance. The main reason is that our
structure design improves computational efficiency by en-
abling more parallel processing within the specially designed
Homomorphic Encryption (HE) network on the GPU. The
methodology of our engine implementation and the accelera-
tion of HE operations within the layers are depicted in Fig. 1.

GPU Acceleration Engine: We follow the RNS level
operations that are innately amenable to batch processing
on GPUs owing to the parallel processing capabilities for
individual residues, which are pivotal to HE operations. We
leveraged this attribute to devise a Polynomial Acceleration
Unit (PAU), the linchpin of our GPU acceleration engine. The
PAU’s role is to bolster the efficiency of polynomial arithmetic
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within the RNS context, achieving this through effective
residue batching, thus facilitating more streamlined computa-
tions. The principal operations of the PAU include four parts:
EleAdd, EleMult, Conv, and NTT. For EleAdd, we execute
modular addition, denoting an element-wise addition operation
on polynomials. This operation highlights the straightforward
yet vital aspect of polynomial arithmetic—addition at the
elemental level. EleMult embodies the Hadamard (element-
wise) product of two polynomials, indicating a core function of
the PAU’s ability to manage complex polynomial operations.
Conv designates the base conversion operation, illustrating
the PAU’s adeptness at enabling flexible arithmetic operations
across various numerical bases. NTT denotes the number-
theoretic transform, a pivotal tool in polynomial arithmetic for
converting polynomials across domains to quicken polynomial
multiplications.

For each operation, we dedicate a thread block to process
each residue, with these blocks composed of 128 threads.
We batch these thread blocks within each kernel, allowing
concurrent processing of RNS residues. For the element-wise
operations EleAdd, EleMult, and Conv, each thread addresses
a single coefficient of the residues, executing the relevant
operation.

For NTT operations, a hierarchical method is employed,
following cutting-edge techniques as outlined in [25], [26].
Our implementation is specifically tailored to N 214,
encompassing 14 levels of processing. This process is divided
into two distinct kernels, each taking responsibility for dif-
ferent levels of the NTT. The first kernel handles the initial
8 levels, while the second manages the subsequent 6 levels.
In each kernel invocation, individual threads are responsible
for manipulating eight coefficients apiece, which are retained
within the register file for rapid access and processing during
the transformation phase. Subsequently, the shared memory of
the GPU serves as the conduit for inter-thread communication,
thereby enabling seamless data interchange.

Reconstruction of HE Operations: Utilizing this unit,
we construct homomorphic evaluation operations. We show
the above details in Algorithm 1. Each HE operation is
reconstructable via RNS level operations. Specifically, the
operations HAdd and CAdd are comprised of EleAdd. On the
contrary, the operations for ciphertext-ciphertext multiplication
HMult, plaintext-ciphertext multiplication CMult, and rotation
HRot are more intricate, involving EleMult, EleAdd, Conv,
and NTT, respectively.

Employing a hierarchical decomposition strategy enables us
to streamline the computation within HCNNs, simplifying the
execution of complex operations and heightening efficiency.
Furthermore, our GPU acceleration engine ensures that these
operations are executed swiftly, enhancing the overall prowess
of our HCNN framework.

C. Distributed Key Generation

For a threshold Signature scheme with ¢ out of n parties,
each party (P, PS, HS) generates a polynomial of degree
t, Si(z)...S,(x) and exchanges information through the



TABLE I: Overview of the HCNN model stages, input and output dimensions, and the associated operations for each stage.

Stage Input Size Output Size  Description

Zero-Padding 28 x28x1 32x32x1 Enlarges the image to a 32 X 32 grid

Batching 32x32x1 1024 x9 Rearranges image for convolution

Convolution 1024 x 9 1024 x 8 Applies 8 3 x 3 filters for feature detection

Activation 1024 x 8 1024 x 8 Polynomial approximation to ReLu for activation mapping
Pooling 1024 x 8 64 x 8 Reduces dimensions with 4 X 4 pooling, stride 4

Dense 512x1 128 x 1 Integrates features into a 128-unit layer

Activation 128 x 1 128 x 1 Polynomial approximation to ReLu for activation mapping
Final Dense 128 x 1 10x1 Compresses features into 10 output units

Output Mapping 10x 1 10x1 Final classification vector representing the output labels

Algorithm 1: Implemented Homomorphic Evaluation
Operations

1: function HADD(ct, ct')

2 ct (60761)7Ct’ -« (Cbacll)
3 d0<—co+co,d1<—c1+c'1
4 return ct” « (do,dy)

5: end function
6
7
8

: function HMULT(ct, ¢ty , swk)
U U U
ct — (0076’1)7Ct « (c(]alcl) ' '
: dol‘—lco'cozd2‘—01‘c1:d1‘—Cl‘Co+Co'C1
9: (dy,dy) <« KEYSWITCH(dy, do, swk)

10: return ¢t — (dj + d\,d;)
11: end function
12: function HROT(ct, sn, swk)
13: ct « (co,c1)
14:
dy < FROBENIUSMAP(cg, sn),d; < FROBENIUSMAP(c;, sn)
15: (dy,d)) « KEYSWITCH(dy, d;, swk)
16: return ct™ « (dy,d, + d})
17: end function
18: function RESCALE(ct)
19: ct « (co,c1) € Ry, €[0,1]
200 do < [Ql’l : (Cé]) - Cg))]ql ydy < [QZ b - Cgl))]ql
21: return ct < (dy,d;)
22: end function
23: function KEYSWITCH(ct, swk)
24: ct «— (co,c1) € Ry, swk — {(bs, ;) }ie[o,]
250 (co,¢h) < (0,0)
26: for i € [0,1] do
¢* « ModUp,, .o, p(ci™);
(637 C)lk) - (<C*a bz)a <C*7 ai));
(co,€1) = (e +¢5,¢) +e1);
27: o — MODDOWN(g, = ¢;, o)
28: ¢« MODDOWN(q'p - g, 1)
29: return ct" — (cp, c})

30: end function

secure channel. Notably, the key remains unknown to any
party beyond those directly involved, and the scheme operates
without the need for intervention from trusted third parties, dis-
tinguishing it from Shamir’s Secret Sharing Key Shares [27].

Here, S;(z) represents the secret polynomial generated by
the individual n parties. In the next step, the parties generate
shares of their individual polynomials for each party S;(z =
1,...,n) = a0x0+a1x +...4+a,z", which are then exchanged
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over the pairwise authentic and private channel.

Upon receiving all their n shares from the n individual
parties, each party performs arithmetic addition of the shares
to generate a sharing of the shared secret polynomial S(j =
1,...,n) =Y, S;(j). Each participant must broadcast their
individual share of the Elliptic curve point (i.e., the sharing of
the public key), calculated as follows: @Q; = S(i) - G .

Once the broadcast is complete, each participant can verify
each individual sharing of the public key by interpolating in
the exponent. Q; = ExpInt(Qq,Q2, ..., Q¢+1;7). Then we
can get Q = A\ - Q1 + Ao - Qo+ ...+ Ayq - Qpyq Here, O+
denotes EC addition), and A = [, ,cii1mei oy

If the check passes, the group public key is gener-
ated by interpolating in the exponent as follows: @
Exp[nt(le Q27 LR Qt+1; 0)

D. Threshold Signing

To achieve a reliable signature technology, we utilize zero-
knowledge proof (ZKP) operations to ensure the security and
correctness of the threshold signing process. Zero-knowledge
proofs allow one party to prove to another that a statement
is true without revealing any information beyond the validity
of the statement itself. This property is crucial in maintaining
the confidentiality and integrity of the cryptographic protocol,
particularly in threshold signature schemes where multiple
parties collaborate to generate a signature.

However, generating and verifying ZKPs introduces signifi-
cant computational overhead. The process involves complex
cryptographic operations that demand substantial computa-
tional resources and time. This overhead makes ZKP-based ap-
proaches less suitable for resource-constrained environments,
such as Internet of Medical Things (IoMT) devices with
limited processing power and energy availability.

In contrast, our proposed lightweight Threshold Signature
Scheme (TSS) protocol achieves the same security guarantees
without relying on computationally expensive ZKP operations.
Instead, our protocol is based on Oblivious Transfer (OT),
a fundamental primitive in secure multiparty computation.
Oblivious Transfer allows a sender to transfer one of po-
tentially many pieces of information to a receiver without
knowing which piece was transferred. This mechanism is
inherently efficient and requires significantly fewer computa-
tional resources than ZKP.



V. EVALUATION
A. Experiment Setup

We used WiFi in the experiments as the main commu-
nication protocol between the IoT device simulated as the
patient and family and the desktop computers simulated as
the hospital server. The setups use a Jeston Nano as the
IoT device. We connected an AC1200 Wireless Dual-Band
USB Adapter produced by Edimax to the Jeston Nano as
shown in Fig. 2b. Using this adapter, we shared the Ethernet
connection of the desktop as a WiFi hotspot which Jeston
Nano connected to. We used a desktop computer for the
hospital server with 12th Gen Intel(R) Core(TM) i7-12700F,
16GB memory and NVIDIA 4080. The desktop computer was
connected to the Internet through a gigabit Ethernet connection
inside the campus. They ran our TSS code, and the desktop
computer also ran our GPU engine HCNN model. For the TSS
protocol experiment, we also simulated the entire lifecycle of
our TSS protocol using a desktop computer. Three distinct
processes represented the participating parties in the scheme,
and inter-process communication was facilitated via sockets.

1) Dataset: We deploy our proposed network on four
datasets: MNIST [28], PneumoniaMNIST, BloodMNIST,
BloodMNIST [29]. PneumoniaMNIST includes 5,856 pedi-
atric chest X-ray images specifically intended to classify pneu-
monia against normal instances. The BloodMNIST dataset,
derived from a collection of 780 breast ultrasound images, is
designed to classify breast cancer. BloodMNIST is based on
a dataset of individual normal cells obtained from individuals
without any infection, hematologic, or oncologic disease and
who were free of any pharmacologic treatment at the time of
blood collection. The primary objective of this dataset is to
recognize different types of normal peripheral blood cells. All
datasets consist of 2828 grayscale images.

2) HE Parameters Setting: The total depth of multiplication
is 7 in our network, and, as a consequence, the modulus
chain is instantiated with |Qr| = 340 and L = 7. For our
requirements, this setting provides a substantial security level
of 128-bits. To streamline computations, we keep ciphertexts
in a double-CRT representation, where each residue under
the RNS representation is in the Number Theoretic Trans-
formation (NTT) domain. For the choice of dimension N,we
do an experiment in HE Hyperparameter Analysis. The key-
switching, which is an intergal of our implementation, is
performed with a special modulus |P| = 60. This setting
allows for a larger decomposition number of ciphertext while
simultaneously allowing a reduction in other HE parameters,
such as the ring dimension N. Notably, this provides a balance
between complexity and parameter size.It upholds the same
security level, thereby making it a more efficient choice than
the full RNS variant [30], particularly for circuits where the
evaluation depth is not excessively deep.

B. Overall performance

We have designed a robust privacy-preserving remote real-
time medical monitoring system that allows patients to upload
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encrypted sensitive information to hospital servers. The infor-
mation is then analyzed by our HCNN model accelerated by a
GPU engine on the hospital server while still encrypted. The
encrypted medical analysis results are then transmitted to the
TS. The TS then decrypts the results and takes appropriate
medical actions based on the analysis. This process is particu-
larly critical for immediate intervention in emergency medical
situations, such as cardiac events or epileptic seizures.

Our HCNN model was evaluated on multiple datasets to
detect patient anomalies in real-time, with specific results
shown in Table II. The model achieved a 99.14% accuracy
rate on the MNIST dataset, 90% on the PneumoniaMNIST
dataset, and over 82% accuracy on the Blood-MNIST dataset.

When a condition requiring immediate medical intervention
is detected, the TS prompts the patient for authorization. Once
the patient grants permission, the patient collaborates with
the hospital to complete a 2 out 3 threshold signing process,
ensuring that the hospital can access the patient’s medical
records within the TS. If the patient is unresponsive, the TS
will wait for one minute before automatically notifying the
patient’s emergency contact for authentication.

Evaluations conducted in various experimental settings have
demonstrated the successful implementation of the aforemen-
tioned system features. In summary, the method we propose
not only effectively enhances patient safety through continuous
monitoring but also ensures the timeliness, personalization,
and security of medical interventions.

C. Overhead measurement

The model performed excellently in real-time performance,
with an average response time of 0.016 seconds, meeting the
time requirements for emergency medical responses as shown
in Table. II. As for the communication overhead, An encrypted
input tensor of the network has 2MB from the PC to the HS,
as shown in Fig.2a.

D. HE Hyperparameter Analysis

We provided an analysis of the impacts in ring dimension
N, which refers to the number of slots packed in a single
. . 14 17 .
ciphertext, commonly ranging from 2"~ to 2°'. As shown in
Fig. 2a, we first investigate the /N on the execution time and
communication overhead in MNIST datasets. we observed a
substantial increase in both execution time and communication
overhead as N grows. Given that 2™ slots are sufficient
to encapsulate the encrypted information, selecting a ring

. . 14
dimension N greater than 2°° would lead to unnecessary
redundancy, as evidenced by the increase in execution time
and communication overhead without a corresponding benefit
in data capacity or computational parallelism.

E. Comparison with baseline

1) HCNN results: Table Il provides a performance com-
parison of our proposed method with other established tech-
niques, evaluated on MNIST, PneumoniaMNIST, BreastM-
NIST, and BloodMNIST. Across all datasets, our method
not only achieves competitive accuracy, but also significantly
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Fig. 2: (a) FHE ring dimension N Analysis and (b) Experiment
settings.

TABLE II: Preliminary evaluations on accuracy and latency.

the computation time from 11.9 seconds to merely 0.11
seconds. This substantial decrease not only attests to the
lower computational complexity of our methodology but also
indicates its suitability for deployment on resource-constrained
IoMT devices. The signing phase in our approach costs more
than the other two baselines for communication overhead.
However, if we consider the additional protection, 160kb in
13 seconds is acceptable in our IoMT application. This is
because [33] employs zero-knowledge proof (ZKP) opera-
tions to ensure the security and correctness of the threshold
signing process. However, the generating and verifying ZKPs
introduce significant computational overhead, making it less
suitable for resource-constrained IoMT devices. In contrast,
our lightweight TSS protocol achieves the same security
guarantees without needing computationally expensive ZKP

Method Dataset Accuracy(%) | Latency(s) | Platform . .

CryptoNets [31] MNIST 9895 308 CPU opel.ragons because our proposed TSS protgct.)lh is pased on
Lola [20] MNIST 08.05 32 CPU Oblivious Transfer (OT), a fundamental primitive in secure
A*FV [22] MNIST 98.95 5.16 GPU multiparty computation. For the IoT setting, the sign time is
LiteCrypt MNIST 99.14 0.46 CPU . . .

TiteCrypt MNIST AE 001E GPU 34.96s, which is close to the baseline of relevant work [34].
. Pneumonia X . L.
LiteCrypt MNIST 90.06 0.016 GPU TABLE III: Performance evaluation on different authentication
LiteCrypt ﬁﬁfss; 82.69 0.016 GPU approaches.
- Blood DKG (Ours) | Sign (Ours) | DKG (IoT) | Sign (IoT) | [32] | [33]
LiteCrypt MNIST 81.76 0.016 GPU C"“ﬁ:‘f::t"’" 0.01s 0.1s 0.12s 452 | 10.8ms | 11.9s
C"m“;?‘“ic‘“i"“ 0.02s 13 0.08s 30425 | 17ms | 47s
me
Communication
reduces latency compared to other works. In the context of Overhead 02K 160K 04> 160Kb | 041K | 380

MNIST, our approach attains the highest accuracy of 99.14%,
outperforming CryptoNets, and LoLa. More impressively, it
reduces the execution time from 205 seconds in CryptoNets
to 0.46 seconds on CPU and a mere 0.016 seconds on GPU.
When it comes to the larger dataset, our solution still maintains
superior performance in terms of latency, staying consistent at
0.46 seconds on CPU and 0.016 seconds on GPU, despite
a slight drop in accuracy compared to benchmark [29]. This
demonstrates that our method successfully provides a real-time
solution for secure neural network inference across various
datasets and platforms, breaking through the limitations of
existing works.

For comparison, we also refer to the work of A*FV [22]
running on an NVIDIA Tesla V100 GPU. According to their
reported results, AFV required 5.16 seconds for inference on
the MNIST dataset. The significant gap in inference times
(0.032s for LiteCrypt on vs 5.16s for A*FV) still suggests
a notable efficiency advantage of LiteCrypt. This can be
attributed to several key technical innovations in our frame-
work, such as the optimized HE operations, efficient ciphertext
packing, and fine-grained GPU acceleration.

2) Threshold Signature Scheme result: We compare our ap-
proach with two baseline approaches, [32] and [33], which are
the traditional authentication protocols without any protection
and the existing threshold signature protocols, separately.

The comparison results are displayed in Table III. Compared
to [32], our proposed method offers an enhanced level of
security while maintaining a computational time within the
same order of magnitude.

Compared to [33], we observe a significant reduction in

173

VI. RELATED WORK
A. Threshold Signature

With the development of blockchain technology in recent
years, virtual currencies have received increasing attention.
Threshold DSA/ECDSA signatures have been widely studied
as one of the basic cryptographic techniques for virtual cur-
rencies.

Gennaro et al. [35] gave a formal definition of interactive
threshold signature, and designed a multi-party secure com-
putation method based on joint random secret sharing scheme
and joint zero secret sharing scheme to compute product and
inverse, thresholded DSA, and constructed a fully distributed
thresholded digital signature standard. However, this scheme
consumes a large amount of communication, so it is difficult
to apply to practical scenarios. To address the polynomial
expansion problem of the threshold digital signature standard,
Gennaro et al. [36] constructed an optimized threshold digital
signature standard based on the threshold Paillier homomor-
phic encryption scheme [37] and the trapdoor commitment
technique [38]. Gennaro and Goldfeder et al. [33] designed a
simple and efficient threshold ECDSA scheme using a special
multiparty secure computation technique SPDZ protocol.

B. HCNN

Recent advancements in the field of private predictions have
garnered notable attention in academia, leading to significant



contributions. Early work in this domain embraced a batch-
encrypted processing methodology. A pioneering step towards
privacy-preserving encrypted prediction services was Cryp-
toNets [18]. Despite utilizing the YASHE [39] homomorphic
encryption (HE) scheme, which is now deemed insecure,
CryptoNets achieved a noteworthy 98.95% accuracy on the
MNIST dataset. Progressing from this foundation, Boemer et
al. [19] developed nGraph-HE, a HE-based enhancement to the
Intel nGraph deep learning compiler, refining the techniques
of CryptoNets and incorporating alternative HE schemes,
specifically BFV [40] and CKKS [41]. Further accelerating
execution, Badawi et al. [22] introduced a GPU implementa-
tion.

These collective efforts have underscored a design philos-
ophy prioritizing high throughput, where network nodes are
individually encrypted as distinct ciphertexts, advocating for
the batch processing of images. This strategy, while reducing
amortized time, leads to substantial memory demands when
scaling to larger networks and may not be efficient for smaller
sets of images. In contrast, Brutzkus et al. [42] proposed LoLa,
a low-latency privacy-preserving inference method. LoLa in-
novates with a data batching technique that encrypts complete
layers and transforms the data format during computation,
enabling efficient low-latency inference on individual images.
Building on LoLa, Lou et al. [21] identified and addressed
the excessive homomorphic rotations by designing a homo-
morphic discrete Fourier transform algorithm that transitions
ciphertexts into the spectral domain, significantly diminishing
the need for rotations.

VII. SECURITY ANALYSIS

In this section, we analyze LiteCrypt’s security properties
in terms of patient data privacy, data integrity, trustworthiness,
and access control. We demonstrate how our system effectively
addresses the threats outlined in the threat model and provides
strong security guarantees.

o Patient data privacy: The patient’s medical data is
encrypted using the public key pk provided by the trusted
server. Under the CKKS-based homomorphic encryption,
an unauthorized party cannot infer the plaintext data m
from the ciphertext ct, i.e., A(ct) # m. This ensures the
privacy of patient data during storage and computation.

« Data integrity: Our scheme employs threshold signatures
to verify the authenticity of medical requests. A valid
signature ¢ requires partial signatures o; from at least
t + 1 participants, preventing any single party from
forging a medical request. Formally, for any probabilistic
polynomial-time (PPT) adversary A, the following prob-
ability is negligible: Pr[Verify(pk,m,c") = true A
¥ o Sign(sk,m)] < negl(n)

o Trustworthiness: During the anomaly detection phase,
the hospital server performs computations in the cipher-
text domain without decrypting patient data. The detec-
tion results remain encrypted and require decryption by
the trusted server using the secret key sk. This ensures the

174

trustworthiness of the analysis process, as the hospital can
only access plaintext detection results upon authorization.
« Access control: Our dual authorization mechanism pre-
vents unauthorized access to patient data. Access requests
must be jointly signed by any 2 out of 3 participants
(i.e., patient, patient’s family, and hospital). This (2,3)
threshold ensures the integrity of authorization while
providing flexibility in emergency situations. For any
PPT adversary A, the following probability is negligible:
Pr[Verify(pk,m,c*) = true A |o;| < 2] < negl(n)

VIII. CONCLUSION

In this study, we introduced LiteCrypt, a novel framework
for secure and efficient remote medical monitoring using real-
time and low-memory threshold signature and homomorphic
encryption. Our approach employs a streamlined homomor-
phic encryption framework, GPU acceleration, and lightweight
TSS protocols to address the challenges of privacy preser-
vation, latency reduction, and memory efficiency in IoMTs.
Extensive empirical validation demonstrated remarkable per-
formance gains, with a 233x speedup and 96% reduction
in encrypted message sizes compared to existing solutions.
LiteCrypt paves the way for privacy-preserving healthcare
systems and opens exciting directions for future research on
secure remote medical monitoring.
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